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This manual is written without any warranty.

Maestro Wireless Solutions Ltd. reserves the right.to modify or improve the
product and its accessories which can also be withdrawn without prior notice.

Our company stresses the fact that the performance of the product and its
accessories depends on the proper use conditions:as well as the surrounding
environment.

Maestro Wireless Solutions Ltd. assumes no liability for damage incurred
directly or indirectly from errors,“emissions or discrepancies between the
router and this manual.

This software, solutionsor application is provided on an "as is" basis. No
warranty whether expressed .or implied is given by Maestro Wireless
Solutions Ltd. in‘relation to this software, solution or application. User shall
assume the entire risk of using or relying on this software, solution, and
application.

In no event will Maestro Wireless Solutions Ltd. be liable for any loss or
damage including without limitation, indirect or consequential loss, damage, or
any loss, damage whatsoever arising from loss of data or profit arising out of,
or in connection with, the use of this router product. Every effort is made to
keep the product and its software up and running smoothly. However,
Maestro Wireless Solutions Ltd. takes no responsibility for, and will not be
liable for, the product or its software being temporarily unavailable due to
technical issues beyond our control.

The above terms and conditions are subject to change without prior notice.
The present use of this product solution implies that the user approves and
understands all the above terms and conditions.
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1 Safety Precautions

1.1 General precautions

) The router generates radio frequency (RF) power. When using the
router, care must be taken to ensure safety as well as compliance with
all the regulations surrounding the use of RF equipment.

) Do not use the router in aircraft, hospitals and petrol stations or in
places where using GSM products or other RF equipment is prohibited.

) Be sure that the router will not be interfering with nearby equipment
such as pacemakers or medical equipment. The antenna.of.the router
should be directed away from computers, office equipment, home
appliance, etc.

) Always keep the router at a minimally safe distance of 26.6cm or more
from a human body.

) Do not put the antenna inside metallic boxes or other containers

1.2 Using the router in vehicle

) Check for any regulation or law authorizing the use of GSM equipment
in vehicles in your country before.installing the router.

) Installation of the router should be done by qualified personnel. Consult
your vehicle dealer for any possible interference concerns related to
the use of the router.

) Be careful when the routeris. powered by the vehicle’s main battery.
The battery may be drained after extended period.

1.3 Protecting your router

To ensure epforsfreequsage, please install and operate your router with care
and comply with the following:

)« Do not expose the router to extreme conditions such as high
hamidity/rain, high temperatures, direct sunlight, caustic/harsh
chemicals, dust, or water.

) Do not try to disassemble or modify the router as there are no user
serviceable parts inside and the warranty would be void in case of
tampering.

) Do not drop, hit or shake the router.

) Do not use the router under extreme vibrating conditions.

) Do not pull the power supply cable. Please attach or detach it by
holding the connector after switching off the supply.

) Install and connect the router in accordance to the instruction manual.
Failure to do so will void the warranty.
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2 Overview

2.1 Scope

This document provides you all the information you need to set-up, configure
and use the Maestro E200 Series router.

2.2 Target audience

This document is intended for customers and integrators who understand
basic telecommunications and information technology terminology and
concepts.

3 Prerequisites

Before continuing with the installation of your E200 Series.router, make sure
you have a computer equipped with the following:

) A computer with an Ethernet port or Wi-Fi connectivity
) A web browser such as Google Chrome; Mozilla Firefox or Apple Safari
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4 User manual conventions

The following symbols are used throughout the user manual:

A The following symbol indicates attention must be paid
A The following symbol indicates a warning

@ The following symbol provides information

9 Maestro E200 Series www.maestro-wireless.com



maestro )\
5 Product overview

5.1 E205 Series at a glance

Dual-band HSDPA (E205XT02), tri-band HSDPA (E205XT04
GPRS/EDGE auto-fallback

LAN on RJ45 port

Switchable WAN/LAN on RJ45 port

Built-in Wi-Fi with an external RP-SMA antenna connector
Automatic WAN / 3G failover

Built-in GPS supporting active antenna via an external SMA connector
External SMA antenna connectors for 3G

One digital inputs/outputs

Six color LED'’s for displaying for Wi-Fi and network-activity, signal,
power and alarm

Device management and configuration via a web.GUI

) DIN rail mountable

A — a4

=
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5.2 E206 Series at a glance

Quad-band HSPA+ & dual-band EV-DO (E206XT)

GPRS/EDGE auto-fallback

LAN on RJ45 port

Switchable WAN/LAN on RJ45 port

Built-in Wi-Fi with an external RP-SMA antenna connector

Automatic WAN / 3G failover

Built-in concurrent diversity/ GPS antenna supporting active antenna via

an external SMA connector

External SMA antenna connectors for 3G

) One digital inputs/outputs

) Six color LED'’s for displaying for Wi-Fi and network activity;signal,
power and alarm

) Device management and configuration via a web GUI

) DIN rail mountable

=~~~ A~

=

5.3 Bundle content

E200 Series router x 1

1m Ethernet cable 8P8C x 1

2G/3G/4G terminal antenna 90 'degree hinged SMA x 1

5 dBi, 2.4/5.1~5.9 GHz dipole antenna RP-SMA (M) hinged 90° x 1
Industrial grade 1.2 A power supply x 1

DIN clip x 1

=~~~ 4

If any of these items are missing/or damaged, please contact Maestro
Support immediately. The Maestro Support website can be found at:
http://support.maestro-wireless.com/

11
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6 Product features

With high-speed cellular (3G and beyond), WAN, LAN and Wi-Fi connectivity,
the E200 is a highly versatile, reliable and rugged router designed for mission-
critical enterprise applications requiring faultless connectivity.

The E200 comes in two models; the cost-effective HSDPA ensures always-
on connectivity for 2G migration or low-latency applications such as energy
and sales & payment, while the HSPA+ penta-band is ideal for deployment in
vertical markets requiring high-speed data or global roaming, such as security
and transportation.

The E200 can be configured through an easy-to-use webvinterface; quick
setup section will facilitate basic router configuration. Advanced configuration
setting for functions such as Wi-Fi, failover, load balancing,; VPN, firewall are
also directly available through the web interface. Once,configured, a set of 6
LED’s on the top of the aluminum alloy casing will help‘the user ensure that
the device is operating correctly. Users can also remotely manage the router
is also available through an HTTPS connection:over the LAN or WAN.
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/ Physical dimensions and LED

7.1 Physical dimensions

E200 Series dimensions without

connector

Lenght | 83.9mm
Depth 60mm
Height 25mm
Weight [ 90g
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7.2 LED indicators

The E200 Series features 6 LEDs on the front to display critical system
information

OFF Wi-Fi network is deactivated
WI-FI Ngs .
-/0\- Flashing Wi-Fi network connection traffic
|
(%) ON Wi-Fi network is activated
OFF Cellular data service is not connected
Activity
O ON Cellular data service is connected
SIM card'is not inserted, or device is not
OFF \
registered onthe cellular network
Network O Flashing Device is registered on the cellular home
i network
Device is registered on the cellular roaming
ON
O network
OFF No signal (CSQ=0,99)
si | Weak signal (CSQ<7)
igna O ON
"O- Flashing Strong signal (CSQ>7)
OFF Power off
Power
o ON Power on
OFF No alert, device is running smoothly
Alert
A Y ‘ d
-0 - Flashing Software fault (crash, issues...)
@ / 1 \
o ON Hardware fault (high temperature, problem
with module or SIM card)
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7.3 Ethernet port LED indicators
The E200 Series router features two Ethernet ports, each with with two LED.

L]

LED | STATUS | DESCRIPTION
_ On There is a valid network link.
Green : :
Off No valid network link detected.

Amber Flashing | There is activity on Ethernet port
Off There is not activity on the Ethernet port
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8 Hardware installation

8.1 Install the SIM card
SIM card(s) should be inserted into the SIM tray as illustrated in the image
below. SIM card contact should be face up.

8.2 Connect the Cellular (WWAN) Antenna(s)

Connect the cellular antenna to the “Cellular” connector (SMA Female) on the
unit. If the unit is equipped with a secondary cellular antenna connector “Div.”,
it is highly recommended to connect an additional antenna to this connector
for diversification. Dual antennas will provide improved signal strength thus
better performance.

Note: For most applications, the antenna(s) included with the unit will provide
suitable reception, but some circumstances/environments may require a
higher quality antenna or one mounted in a different location. If this is the
case, Maestro has many antenna options to chose from, please contact us or
visit maestro-wireless.com.

Cellular
< <« <

Diversity /
GPS
= < <

Wi-Fi
> > > =
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8.3 Connect the power supply

Connect the Micro-Fit 4-pin male connector of the power supply to the power
connector located on the LAN side of the unit.

8.4 Connection to the device

8.4.1 Connection with the LAN Cable
Connect one end of the Ethernet cable to the “LAN” port.on the unit and the
other end to a LAN port on a PC.

i" Computer

LAN

8.4.2 Connection via Wi-Fi
Make sure Wi-Fi antenna is connected (see chapter 8.2) and Wi-Fi is ON on
your computer, phone or tablette. Scan for network and select SSID “Maestro
E200”."You will be prompted to enter a WPA/WPS-2 mixed-mode password.
Default password is ‘ W1rele$$’.
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9 E205 Basic configuration

9.1 Connecting to the web interface

Connect the LAN interface of your E200 to a computer via the RJ-45 cable
and and start your web browser. Enter the device LAN IP address in the
browser address field.

http://192.168.1.1

Note: If you change the IP address, remember to reboot the router and
enter the new IP address into your browser address bar.

You will be invited to enter the admin username and password:

Authorization Required

Please enter your username and password.

Username admin

Password

Login @ Reset

) Default login — admin
) Default password —admin

(This is the default username and password for Maestro routers. The admin
and read-only user passwords can be changed at System>Administration

After successfully login the Quick Setup page will show up

Quick Setup

Thanks for using Maestro Wirsless E200 serios Celiutar Ethernet Router
Avalable Hardware options

E205XT - 3G Evwamet Router

E206XT « Dual Mode 3G and EVDO, Ethernat Router

E228XT - LTE Exromet Rowter

Ploase refer %0 e fabel on you router or e status page 10 confirm your model.

Quick Setup wil guidhe you theough the basic configurations of the Router Viz. LAN, WAN, Celutar and Wirnless setup,. Apart from P above mentioned four
Interface corfigurations, all other parametors will be sat at thor factory default settings. Plaase refor 10 the user manual for a Sst of tactory default configuration,

For advarced usars, pleass follow t1he Network Tab 10 select and configure various options 88 you wish

Figure 1: Quick Setup
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If you need to access advanced feature you can navigate directly in the menu.

If you want to follow the quick user guide click on the Next button and you will
enter quick setup page.

45 Since E200 has multiple WAN interfaces, the default priority settings for

- switching between various WAN interfaces is as follows and cannot be
changed in Quick setup. To make any changes on the WAN priority settings,
please go to the Network/Interfaces and Network/Load Balancing Tab. By
default the router is configured in failover mode with WAN priorities as listed
below:

) Priority 1 — Wired WAN
) Priority 2 — Wi-Fi as WAN (WWAN) (Wi-Fi in Client Mode)
) Priority 3 — Cellular

In the quick setup page, you can perform basic configuration settings for the
LAN, WAN, Cellular and Wi-Fi interfaces. All other configurations will be set
to the factory default or previously saved values«

9.2 LAN configuration

The LAN configuration page is used to configure the LAN settings of the
router

Network Setup

Local Network

IPv4-Address 192.168.1.1
IPv4-Netmask  255.255.255.0
IPv4-Gateway

The modem router is shipped preconfigured to use private IP addresses on
the LAN side, and to act as a DHCP server. The modem router’s default LAN
IP configuration is as follows:

) LAN IP address: 192.168.1.1
) IPv4 Netmask : 255.255.255.0

These addresses are part of the designated private address range for use in
private networks, and should be suitable in most applications. If your network

19 Maestro E200 Series www.maestro-wireless.com
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has a requirement to use a different IP addressing scheme, you can make
those changes here and click.

The LAN TCP/IP Setup settings are

) IPv4 Address: This is the LAN IP address of the modem router.

) IPv4 Netmask: This is the LAN subnet mask of the modem router.
Combined with the IP address, the IP subnet mask allows a device to
know which other addresses are local to it, and which must be reached
through a gateway or modem router.

Advanced LAN configuration parameters could be found under
Network/Interfaces, under LAN parameters click Edit > Advanced Settings.

9.3 WAN configuration

By default the WAN is in automatic mode, you can also set itto Manual or
PPPoE

WAN
manual
Protocol AT
PPPoOE
9.3.1 Manual
WAN

Pl Notmask

1P Gatoway

IPv4 Address: The IP address to assign to the selected WAN interface.
IPv4 Netmask: The Subnet mask of the IP address above.

IPv4 Gateway: The gateway to assign this WAN interface.

DNS server: The DNS server for the WAN interface.

=~~~

9.3.2 Automatic
The WAN will be setup automatically.
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9.3.3 PPPoOE (Point-to-Point Protocol over Ethernet)
Acquire IP Address automatically from your Provider using the PPPoE
protocol.

WAN

Protocol PPPoE
Username

Password

Many DSL providers use PPPoE. To acquire an IP Address from the PPPoE
server, a username and password are required. Ask your provider for your
username and password if you don’t know them.

Advanced WAN configuration parameters could be found under
Network/Interfaces, under WAN parameters click. Edit > Advanced
Settings.

Selecting PPPoE in the quick setup will require some advance
configurations.

9.4 Cellular Setup

Cellular

You can enter the cellular settings like APN, SIM PIN for security, Username
and Password corresponding to your cellular connection (SIM Card), which
you will receive from your Cellular Operator.

) APN: Access Point Name, enter the access point name provided by
your network operator
) PIN: If required please enter your SIM card’s PIN code
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) Username and Password: If required enter login credentials provided
by your network operator

Advanced cellular configuration parameters could be found under
Network/Interfaces, under 3G parameters click Edit > Advanced Settings.

9.5 Wireless (Wi-Fi)

WIRELESS

SSID  Maestro E200

Password W1rele$:

By default, the Wi-Fi is in Access Point mode:

) Default SSID: Maestro E200
) Default Password: W1rele$$

The E200 Wi-Fi can be configured either.as

) An Access Point, in which case, the Wi-Fi acts as a LAN or
) As a Wi-Fi Client in which case, the E200 connects to an external Wi-Fi
source which will be the source of Internet or WAN for the E200.

Default security settings used are WPA-PSK, WPA2-PSK Mixed Mode. You
can choose your encryption and change your password accordingly. Bring up
on boot tick box in"'Wireless section by default is enabled. Ticking the box will
enable the Wi-Fi (Wireless) interface every time the Router Reboots.

22 Maestro E200 Series www.maestro-wireless.com
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Wi-Fi section from this Quick setup page will disappear when

- The default Wi-Fi interface is removed from Network / Wi-Fi page
- When you scan for available Wi-Fi networks and convert the Router to
Client Mode.

o Generic MACB0211 802.11bgn (raceo0)
> Chanaek 11 (2 452 Griz) | Birase: 7 Movs

SSI: Naesuo | Mode: Masier
"™ BSSI0: AL AE QA 00 24 C5 | Encrypaon: Nom

If you create multiple access point networks (Multiple SSDI’s), the additional
Wi-Fi networks created will not show up in Quick Setup.

Advanced Wi-Fi configuration parameters could be found under Network/Wi-
Fi, under Wireless Overview parameters click Edit> Advanced Settings.

f 1 Once the Quick Setup is done, you will'have basic LAN connectivity,
‘" Internet access over WAN and/or Cellularand Wi-Fi will be configured
as Access Point.

To verify that your setup were suceefully applied and your router is now
running go to Network/Interfaces.

23 Maestro E200 Series www.maestro-wireless.com
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10 E205 advanced configuration

10.1 Flashing firmware and updating your device

E200 Series can be updated through the web interface. Go to System/Back-
up / Flash Firmware.

Flash operations

Actors

Backup / Restore

Cick "Ganerate archive” 10 downioad 3 tar srchive of the cument corfiguration fles. To reset the Srmwane 10 its ntial state, cick ‘Perform reset” [only possibie
wiih scuass mages)

Download backup: U Gerercate archive
Reset 10 defauts: @ Poadorm roset

To redtiore confguration Sles, yOu G LEICAS A Previously SNerItec Dackud aechive her

Restore backup: hoase Fie | No Be chosen U Uplcad archive.,

Flash new firmware image

Uplcad 8 sysupgrade-compatitle mage here 10 replace the running fiermware. Chack “Heep sattings” %0 retain the cument conrfiguration [recuires an OpenWirt
compatbie Srmware image)

Keop settings: &

ape. Ohoose Nie | No Be chosen U Flash mage

Under Flash new firmware image, click on Choose File and locate the .bin
file on your computer.

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check “Keep settings® to retain the current configuration (requires an OpenWrt
compatible firmware image).

Keep settings: ]

Image: | Choose File | maestro-rami...-270215.bin | [@ Flash image... |

Once the file located on the computer click Flash image...
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Flash Firmware - Verify

The s irvage wits uploaded. Below is the chackaum and Sl site kted, COMDAne Tham with B origingl fle 1o erdure data integrity.
Chck "Procesd” Below 10 start the fash procedure,

» Ohocksum: 4804760005601 585230191 beb 1802

« Siec 650 N8 (7.65 MB avaslable)
« Configuration Ses will e kopit

Click Proceed ‘

System - Flashing...

The system is flashing now.

DO NOT POWER OFF THE DEVICE!

Wait a few minutes before you try to reconnect. It might be necessary 1o renew the address of your computer to reach the device again, cepending on your settings.

]
-:\ ’\’; Waiting for changes to be applied...
(4]

The system will now be flashing. ‘
DO NOT POWER OFF THE DEVICE!
Wait a few minutes before you reconnect. It might be necessary to
renew the address of your computer to the device again, depending on

your settings. \

Q.
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11 Status pages explained

) Open your browser on your computer with the address
http://192.168.1.1

) Enter the default login “admin” and password “admin”

By clicking on Status or Overview the page below will be displayed:

LA b S0 E200 Series  maestro ))\
Duch St o Sysem Notwors Services Logos AUTO NP O%

Status

Systemn

Hostrame Vsestro

Mode Maestro E206

Frmware Verson Maestro E206 20 RCY

Kol Version 39049

Local Time Mon May 18 1310:19 2015

Uptirre O 11m &0

e NA
Cellular

Cober Osta NA

“agred Btrergm NA

ChN NA

Ragatration Status NA

Operatior name NA

Roaming Saha NA

s NA

The Status:.menu is divided in 5 sub-menus:
) Overview
) Firewall
) Routes
) System Log

) Real time Graphs

26 Maestro E200 Series www.maestro-wireless.com



maestro )\

11.1 Overview:

11.1.1 System

The system tabs displays all information related to your device hardware and
software version as well as basic settings:

Status
System
Hostname Maeatro
Moo Masstro EX05
Frmware Verson Maestro E205 2.0 RCY
Kamel Version 3.104%
Local Time Mon May 18 13:71:94 2016
Uptme Oh 12m &ds
Vg NA
ITEM | DEFINITION
Hostname The name assigned to your router
Model Model of your router

The firmware version that is currently residing and

Firmware Version X
controlling the router

Kernel Version The Linux kernel version on the router
Local time The date and time set up on the router
Uptime The time in'HH: MM: SS, for which the router is working

since last power ON

The IMEI (International Mobile Equipment Identity) of the
IMEI router, a unique code for identifying devices on a GSM
network.
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11.1.2 Cellular
The Cellular group provides the status of the SIM card inserted in the router.

Cellular
Codular Data
Sgnal Svreng™
CON
Registraton Status
Operatior name

Roaming Statun

S SR B S SK 8% -

MY

ITEM | DEFINITION
Scale from 0 to 32. For a good cellular data connection

Signal Strength Signal Strength must be_15 or above.

Registration Status Indicates if the device is registered on the cellular network
Operator Name Name of the cellular:service provider
Roaming Status Indicate if the device is roaming on another network

The time in HH: MM: SS, for which the router is working

Uptime since last power ON

The International Mobile Subscriber Identity or IMSI is
Imsi used to identify the user of a cellular network and is a
unigue identification associated with all cellular networks.

11.1.3 Memory

The Memory group provides.information on the memory in KB available with
the router.

Memory
Total Avadable 13508 kB / 79460 18 (45%)
Free 3083 kB / 29460 3 (10%)
Cached T820 kB / 23460 k8 [26%)
ITEM | DEFINITION
Total available Total available RAM memory
Free Free RAM memory
Cached Memory used to cache internal router data
Buffered Amount of memory used as an internal router buffer

28 Maestro E200 Series www.maestro-wireless.com



maestro »\

11.1.4 Network
The Network group gives the status of IPV4 and IPV6 WAN status.

Network

Pod WAN Stts

Pt WAN Status

Hostname

Natts-MNBP.2

Hostname

DHCP Leases

DHCPvE Leases

Not connected

Not comnected

IPv4-Agaress MAC-Address Leasetime remaning

192.168.1.140 85035t 451 11h 47 30s

Pv6-Address

DHCP and DHCPV6 leases list out the computers connected to the router
through respective DHCP lease. This includes IPV4 as well as IPV6
connections

11.1.5 Wireless

The wireless group gives the status of the \Wi-Fi network being used by the

router.

Wireless

Generic 802.11bgn Wireless Controller (radio0)

@ SSID: Maestro E200
Mode: Client
Channel: 11 (0.000 GHz)
Bitrate: ? Mbit's
s or not

0%

11.1.6 Associated Stations

The associated stations group lists out the computers connected to the router.

Associated Stations

MAC-Address

No information available

Network Signal Noise RX Rate TX Rate
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11.1.7 MWAN Interface Live status

MWAN Interface provides a live view of all the available and connected WAN
options. In the above screenshot, you can see that the interfaces marked in
Green are live and connected while the ones in red are available but offline.

MWAN Interface Live Status
e b L) *hans ! g
*ine
11.2 Firewall

You can verify parameters related to firewall and its settings'here. Status of
firewalls for both IPv4 and IPv6 can be seen here.

- JE———

Actiom
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The rules that are currently active on this E205 are shown here.

' maestro ))\

SR
e

WO W By M g

Routes
Tt My e @Y e, & e Pad o —
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11.4 System Log

The log of all configured events regarding this

11.5 Realtime graphs
This screen provides real time graphs of:

0 is'displayed here.

Load Load in load on CPU
Traffi Traffic indicates the WAN side incoming and outgoing
e traffic
ireless indicates the traffic on Wi-Fi irrespective on
Wireless w i-Fi is used as an access point (LAN) or Client
/ LWAN)
Connections This page gives an overview over currently active network
connections.

£ e

Realtime Load

1 Minute Load: 007 Average: 050
S Minute Load: 110 Average: 108
15 Minute Load: 084 Average: 084

0 mencte wincow, J second rierv)

Poak: 208

Poak: 126

Poak: 085
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12 System

12.1 System properties

12.1.1 General Setting

This page allows you to configure the basic aspects of your device like its
hostname or the time zone.

System

Here you can configure the basic aspects of your device ke s hostrame or the imezone.

System Properties

Locl Time  FriApe 17 05:33:48 2015 [ Sync with browser
MHostname

Tmezora

12.1.2 Logging

Parameters about system log like buffer size and log output level can be set
here.

System

Here you can configure e basic aspects of your device Bke fis hostrame or the timezone,

System Properties

Systen log butier size
O kB

Exterral systom jog senver

Exterral systom log sarver
pont

Log output level

Cron Log Lavel Normad

ITEM | DEFINITION
Size of log displayed under Status page / Logs. Default

System log buffer size is 16KiB

IP address of any external TCP server where the real

External system log server time log will be posted

External system log server | Port of any external TCP server where the real time log
port will be posted

Log output level Debug | Provides Information useful for
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developers for debugging the
application,not useful during operations.
Normal operational messages which
Info provide information which can be used
for general purposes like reporting.
Events which are unusual but not an
Notice error. Used to spot potential problems.
Immediate action is not necessary.
Warning messages but not error,
Warning indicating that error might occur if action
is not taken
Error conditions which should be relayed
to developers or admins for resolution.
Should be corrected immediately but
Critical indicates failure in the secondary
systems.
Al Problems which should be corrected
ert : .

immediately.
Emergency | System is Unusable.

Error

Helps you debug cron process which

— has failed during runtime.
Normal Normal informational messages
Cron Log Level . :
Indicates some issues can happen or
Warning error could be generated in Cron
process.
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12.2 Administration

12.2.1 Router Password

On this page you can change the administrator password for accessing the
device.

Router Password
MOO e SCMINSLrator passworg for ACCAdNg ™e Cence

Password

Confirmation

12.2.2 SSH access

The E200 integrate Dropbear which offers SSH network shell access and an
integrated SCP server.

SSH Access

Dropbear offers SSH network shell access and an integrated SCP server

Dropbear Instance

Dovote

Irtertace

O Listen ondy on the given inerface or, ¥ urspecified. on ol

© Specifen P latening port of this Cropbes indtance

Password aurerticaton M © Alow SSH password authentcation
Aow root logea with M O Alow e oot user to login with password
paiseod
Cateway ports @ Alow remote hosts 1 connect 1o local S5 forwarced ports

You can also set parameters for Dropbear Instance for SSH Access and you
can paste public SSH-Keys (one per line) for SSH public-key authentication.

By default the remote SSH access over WAN is disabled, you need to send
an SMS from a registered admin number to enable remote SSH access.
Please refer to section Services / SMS
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12.3 Software

Software page give you access to the list of package installed, you can also
add package or filter packaged installed on your router.

Software
Actions Corfqurmon
No package bsts avalable & Update Msts
Froe space B2% 902.00 KB
Downioad and instal package: oK
For: { Find package

13 Network

13.1Interfaces
The E200 has various physical interfa amely,

) Wired LAN

) Wired WAN
N Wi-Fi

Y Cellular \/
.

Interfaces
Intertace Overview
Neecrn wen Aoy
e v b boe 8 Convcs |© S0 L S
Uptrnar O 20 204
D 0 0w 4
o = R PP
i~ PE K0 29 5B O P |
LR B SEEY
VA PO MDA TCAS OO0 T80
—‘“mum g Coven [® b |8 =
- T Q000 0 Pes)
L]
T oo e
2 " 000 02 s
b X200 B Pes)
— A aarai o o [© e @ 8
TR OG00 PMs)
Ty
I -
- VAC Addens AOMEMM 0112 ¥ t (® S» 8 =
& X 000 B E s
ot T 18T 29 00 ) P
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In addition to these pre-created interfaces, you can add Virtual interfaces. You
can also delete those virtual interfaces

However, you cannot delete the LAN, WAN and cellular interface.
When Wi-Fi is set-up as Client, interface WWAN will turn active.

Next to the interfaces, there is information regarding the interfaces like
connection time, Packets sent, Packets received and IP address.

Connect button will connect the interface or reconnect if already connected.
Stop will stop the interface. Click Edit to change the Interface Parameters.
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13.2 LAN interface

13.2.1 General Setup
Click edit next to the LAN interface to access configurations

Common Configuration

Sratn

Protoocol

P addeess

Pwd netmask

Pvd gatewary

1Pvé broadcast

Use custom DNS sereers

VG assgrment langth

IPVE assQrment ht

: Uptiene: On 24m 234
[V MAC-Agdress: AlAL SA 0022 BD
RX: 5.32 M8 27231 Puts)
TXC 35,57 M8 Q8773 Pxis)
P4 1629681 124
1PV FOCS AR ERE00-0 00 100

D Assign a part of given lengih of every Dubic IPVE-profix 10 ths interiace

D Assgn pref Darts using ™his heaadecmal scbprefix 1D for Bes intertace,

ITEM

Protocol

| DEFINITION
Be absolutely sure that you choose Static address
for LAN else you will end up losing access to Web-
Interface.

Accidently if you choose any other option other than
Static address for LAN and loose access to the Web
Page. Please perform a Hardware factory reboot.

IPv4 address

The IPv4 address of your LAN interface

IPv4 netmask

The IPv4 netmask of your LAN interface

IPv4 broadcast

Use custom DNS server

IPv6 assignment length

Assign a part of given length of every public IPv6-prefix to
this interface

IPv6 assignment hint

Assign prefix parts using this hexadecimal subprefix ID
for this interface.
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13.2.2 Advanced Settings

Interfaces - LAN

On this page you can configure he network inerfaces. You can bridge severad interfaces by ticking the "Broge ntertaces” Sold and enter the names of several
network intortaces separated by 5paces. You con aso use VLAN notation INTERFACE . VLANNR (0.9 etdd.1)

Common Configuration

Bring wp on boot 4
Use butn IPG-managemert

Overnicie MAC acdross
Override MTU

Use gatoway metric

DEFINITION
This option will enable LAN interface to start on every

boot.

ITEM

Please be aware;that un-ticking this box will not bring
A up the LANdnterface in the next boot cycle and you
will no longer be able to access the Web Interface of the
Router until you perform a Factory Reboot.

Bring up boot

Use built-in IPv6

If ticked it enables IPv6 support in the LAN side.
management

Override MAC address

Override MTU

It is‘advisable to enter metric for every interface.

Metric indicates the priority of the interface. The lower the
value the higher the priority of the interface. If no metric is

Use gateway.metric o
added, it will assume a default value of “0”

The default metric for LAN interface is “0”
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13.2.3 Physical Settings
Interfaces - LAN

On s page you can configure the network nteriaces. You can bricge seviral inferfaces by Scking e ‘Bricdon interfaces’ Selkd and erter the sames of seversd
network inerfacin Separated By apaces. You Can also ush VLAN notaton INTERFPACE.VLANNR (0.9 ot20.1)

Common Configuration

Bricdge interfaces M O creates a bricge over specfied imerfacels)
Enable STP U Enables the Sparning Tree Protocel on this bricge
merface §* themet Switch: “eth
B4
v “ " \

The configuration shown above is the default configuration..Unless you are
an advanced user, we recommend not making any changes to this page.

13.2.4 Firewall Settings
Interfaces - LAN

On this page you can configure the network ntorfaces. You can trioge several iInterfaces by Sckng the “brdge interdaces” field and enter the names of several
network interfaces separated Dy spaces. You can also use VLAN notaon INTERFACE , VLANKE fe.g. - eth0, 1)

Common Configuration

- J -
Gmiiptrier o == 9
Y won 4%

5

WsDeced o croate

D Chocse ™he Srowal 2000 you want 10 assign 10 this imerface. Select unspeciied to remaove the Ftertace from the
255000100 200 O il oUt The Croatfe Seld 10 define & Niw 200 and attach the ntertace 10 it

It is extremely.critical that you assign every interface to a Firewall Zone.
By.default LAN is assigned to a LAN firewall Zone.

You can‘also create a different Firewall Zone and assign your interface to the
New Created Zone.

Why creating a different Firewall Zone?

You can create a different VLAN interface and assign the same to a different
Firewall Zone. You can then set rules and policies in the firewall section on

how you want to channelize the Traffic between two LAN zones. For details,
please refer to the firewall section.
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13.2.5 DHCP server
Here you can set your LAN side DHCP network.

13.2.5.1 General Setup

DHCP Server
ignoce inmerface © Duable DHCP for this interface
) U Lowest leasad adcress a3 0%set om the network accres.
= © Maomum rumber of leased adcresses.
At P Expiry time of l0ased A0Oresses, Minimum is 2 minutes (2a)
ITEM | DEFINITION

Disable DHCP for this interface. Please note that if you

lanore interface disable DHCP for this interface, all the LAN devices

9 connected to the router should have a static LAN IP
configured
Lowest leased address as offset from the network

Start
address.

Limit Maximum number of leased addresses.
Expiry time«of leased addresses, minimum is 2 minutes.
Please note that the IP address allocated by the router

Leasetime will disappear from the Wi-Fi / Overview / Associates
stations list only after individual lease time for each IP
expires,

13.2:5.2 Advanced Settings
DHCP Server

Dynamic DHC? W © Dynamcally sfiocate DHCP addresses for cherts. If disabiec, only chents having static leases will be served
Force D Force DHOP on this network even if ancher server i3 detectec
Pvd-Netmask

D Override the netmask sent 10 cents. Normally 1t is CaiCulsted Som B subnet that i served

DHCP-Optiom

© Owfine acdtional DMCP options, for ecample * 6,102, 108,23, 192, 184, 2. 1 " which advertises cifferent DNS
SOrvErs %0 Chens.

ITEM | DEFINITION
, Dynamically allocate DHCP addresses for clients. If
DYIETE LI disabled, only clients having static leases will be served.

Force DHCP on this network even if another server is
detected.

Force
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IPv4-Netmask

Override the netmask sent to clients. Normally it is
calculated from the subnet that is served.

DHCP-Options

Define additional DHCP options, for example
"6,192.168.2.1,192.168.2.2" which advertises different
DNS servers to clients.

13.2.5.3 IPv6 Settings
This help will help you setup a DHCP IPv6 network on your LAN side.

DHCP Server

Router Advertisoment-Servce

DHEPE-Servce

U Avounce a5 Getaut router even f no pubic prefix is avadabile

ITEM

DEFINITION
Disabled

Router Advertisement-

server mode

Service

relay mode

hybrid mode

Disabled

DHCPv6-Service

server mode

relay mode

hybrid mode

Disabled

NDP-Proxy

relay mode

hybrid mode

stateless

DHCPv6-Mode

stateless +
stateful

Stateful only

Always announce default
router

If ticked Announce as default router even if no public
prefix is available.

Announced DNS servers

Announced DNS

domains
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13.3 Wired WAN interface
Click edit next to the wired WAN interface to access configurations

13.3.1 General Setup

Interfaces - WAN

On thes page you can configure The network inderfaces. You can bridge severdd interfaces by ticking the “Dridge inferfaces’ Soid and enter the names of severyl
network intortaces separated by spaces. You can 50 use VLAN notation ISTERFACE . VLANKR (0.9 etrd. 1)

Common Configuration

Stanse T Uptime: 15 23m és
o2 MAC-Address: ABAE 9A 0022 BE
RX: 96,60 VB (55042 Pits)
TX 13.81 M8 82013 Pxis)
IPv4: 192 16881142724

Protocol

Mostname 10 send when
reGuesting DMCP

ITEM | DEFINITION

This option will enable the user the assign WAN side IP
address to E200. Be sure that the IP that you enter in
Static address mode is in the same LAN domain as the
Router or ISP that it is connected to.

Static address

This will enable the Router to acquire WAN IP from the

DHCP client DHCP Router.it is connected to

This option will enable dial-up over Ethernet network.
PPPoE Your ISP should support PPPoE and you need
appropriate login credentials for the same

This.is a specialized protocol supported by a few ISPs.

PPPoATM You need appropriate login credentials from your ISP for
the same
Do not select any other protocol other than DHCP, Static, PPPoE or
PPPoATM:
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13.3.2 Advanced Settings

The configuration options are mostly similar to the LAN options.

Common Configuration

Binguponboot W

Use builtin IPvE-managemont

Use broadcast fag © Required for certain ISPs, 0.g. Charter with DOCSIS 3
Use dedautt gmewary o @ ¥ unchecked, ro default route is configured
Use DNS servers acvertised o © ¥ unchecked, the advertised DNS server addresses are ignored
by poer
Use gateway metric

Client 1D 10 send whan
requesting DMCP

Verdor Class 10 send whan
requesting DMCP

Overricde MAC address

Override MTU

The default value is “3”. Between all the available

Use Gateway metric physical WANSs, this interface has the highest default
priority.
The Load Balancer will use these Metric Values to determine priority of a
particular WAN.

13.3.3 Physical'Settings

Common Configuration

Beidge ntertaces L creates a bridge over spocited intertace(s)

terface

mun

Unless you are an advanced user do not change setting of this page.
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13.3.4 Firewall Settings

Common Configuration

Creato / Aasign Srowal-rone . pos e

o

unspecified -or Craate

O Choose the frowall 2000 you Want 1 S58ign 10 this intedace. Select wiEapecifed 1o femove the ntardace from the
S330Ca0d 2000 or T8 ot the Create ek to define 8 new 20ne anc atach the nterface o it

It is extremely critical that you assign every interface to a Firewall

Zone. By default the WAN interfaces is assigned to a ‘wan”firewall

zone. In firmware version 2.0, you cannot create a WAN side firewall
zone (Planned in firmware release 2.1). Hence it is advisable to keep. this
configuration untouched.
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13.4 Cellular interface (3G or 4Q)
Click edit next to the 3G interface to access configurations

13.4.1 General Setup

Sratus

Common Configuration

3%

RX: Q.00 B @ Psis)
TX 0008 0P

ITEM | DEFINITION
Be absolutely sure that you select only
Protocol U.MTS/GPRS incase of E205 and UMTS/GPRS or
EVDO in case of E206. Please do not select any other
protocol.
UMTS/GPRS The. router will select the best service
available
. The router will connect only to 3G/
Service Type UMTS UMTS network
GPRS The router will connect only to GPRS
network
APN Enter the APN provided by your network operator
PIN Enter the SIM PIN if any
Username Username for your SIM card if any
Password Password for your SIM card if any
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13.4.2 Advanced Settings

Common Configuration

Aavanced Sotting

Bring wp on boct

Use Dulltin IPVE-managerment

Eratio IPVE negoiation on the
PPP ik

Modam init Smeout

Use detaust gateway

Use gateway metnc

Use DNS sorvers acvectisec
Oy poer

LCP echo talure threstold

LCP echo inmverval

activly Smeout

U Mxamum amount of seconds 1o wat for the modem to Decome ready

D Y uncheckad, no default route is configured

D M unchecked, the adventised DNS senver a0dresses an ignoned

O Presuma peer 1o De doad after ghven amount of LCP echo talures, use 0 %0 ignose fallures

Q Senc LCP acho reguests at the given ntervad in seconds, only effective in conunction with falure $reshokd

@ Close inactive comnection after the given amount of seconds, use 0 10 persist connection

ITEM

Bring up boot

| DEFINITION
Keep the tick on:for “Bring up on Boot” if you want the 3G
Interface.to be live on every reboot.

Use gateway metric

Enter the gateway metric if you wish to use this WAN as a
failover

LCP echo failure
threshold

Enter LCP details only if you have the correct information
on the same from your operator else leave them to their
default value

Inactivity timeout

“0” value will keep the 3G connection always on. Any
other value ‘X’ will turn off the 3G connection after ‘X’
seconds of inactivity
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13.4.3 Firewall Settings

Common Configuration

Croate / Axsign Seowal-zone B P S

> @~ = 5

wspeciiod -or- creee

O Croose the frewall 2008 you wart 1o sssgn 1o this ntertace. Select unspecfied 10 remove the interface fom e
associated 20ne o Tl 0ut the creade field 10 Cotine & new 200 and attach e interface 1o &

13.5 Add VPN interface

In addition to configuring the above-mentioned 3 basic interfaces, you ¢an
add virtual interfaces by clicking on the “Add VPN Interface”Button.

Create Interface

Name of the new interface

The alowed charnctors sre: A-2, o-2, -9 and _
v

Pretocel of the few inerface Static scicirmes

Create & Bridon over multple
mherfaces

Cover the lollowing interface 2 Ethemet Switct

You can add either/PPTP or L2TP interface.

For more details on'adding PPTP or L2TP interface, please refer to the PPTP
and L2TP configuration guides.
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13.5.1 PPTP

13.5.1.1 General Setup

Point-to-Point Tunneling Protocol (PPTP) is used for creating VPN tunnels
over the Internet between two networks.

When you create a new VPN interface (refer to chapter 13.5) select PPTP

Interfaces - PPTP

On this page you can configure the network interfaces. You Gan bridge several interfaces by ticking the "bridge Interfaces” fieid and enter the names of soveral
NtwOrk Intidaces soparmted Dy spaces. You can also use VLAN rotation INTERFACE . VLANNR (8.0 otho.1)

Common Configuration

Status RX: 000 B (0 Pats.)
PRp-PPTP TX: 0.00 B 0 Pias)

Protocol Pp .
VPN Server
PAP/CHAP username

PAP/CHAP password

Enter the IP address ofithe VPN server in your network, followed by the

username and password for this server. Click save and apply to add the
PPTP VPN interface.
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13.5.1.2 Advanced Settings

interfaces - PPTP

On this page you can configure the network nterfaces. You can bridge seversd Ftertaces by ticking the “Bridge interiaces” fiedd and enter e nismes of several
network interfaces separated by spaces. You can aiso use VLAN notation INTERFACE . VLANNR (0.9 eth0. 1)

Commeon Configuration

Bringuponboot ™
Use buitin IPvE-maragement o
Use cofoust gateway & 1 unchecked, no defauk route is configured
Use gatoway metnc

Use DNS sarvers achvartisae o © 1 uncheckod, the advertised ONS sorver addresses are ignored
by peer

LCP echo falure thresholc

D Presume peer 10 be dead after given amount of LCP echo falures, use 0 10 ignore ladures

LCP echo interval

) Send LCP echo requests at the given interval in seconds, only effective in conjunction with falure theeshold

T & Ciose inactive connection after the given amount of seconds, use 0 % persist connection
ITEM | DEFINITION
Keep the tick on for “Bring up on Boot” if you want the 3G
Bring up boot Interface'to be live on every reboot.

Use builtin IPv6-
management

Enter the gateway metric if you wish to use this WAN as a

Use gateway metric failover. If unchecked, no default route is configured.

Use DNS servers If unchecked, the advertised DNS server addresses are
advertised by peer ignored

Enter LCP details only if you have the correct information
on the same from your operator else use 0 to ignores
failures

LCP echo failure
threshold

Send LCP echo requests at the given interval in seconds,

Hel e i only effective in conjunction with failure threshold

“0” value will keep the 3G connection always on. Any
Inactivity timeout other value ‘X’ will turn off the 3G connection after ‘X’
seconds of inactivity

Override MTU

Press Save and Apply to apply your settings.
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13.5.1.3 Firewall Settings

The firewall settings tabs show you the existing firewall zone.

Interfaces - PPTP

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
PtWOrk Iteriaces Sepirated by spaces. You can also use VLAN notation INTERFACE . VLANNR (9.g.: eth0. 1)

Common Configuration

U Chocae e fieewadl 2008 yOu Wit 10 AS8igN 10 Ths Ntarface. Selct Wspecifod 10 Mmove the nterface kom e
assocated zone or fill out the create fleld 1o define a new 2one and attach the interface %o it

Sewsiooy |t | |

You can choose to add the new interface to.the WWAN. zone or create a new
zone for the interface. Choose the appropriate button, and enter a name for
the new zone and click on SAVE AND-APPLY button.

A  When you assign the new.VPN interface to a zone it implies that the
A5\ properties associated with thatzone get applied to the VPN interface.
The properties of a zone can be set under Network > Firewall. Please refer
to the document on Firewalls and Port forwarding.

—

@, Implications/of the VPN Interface: Once you create a VPN interface
=7 on the router, it implies that the router is placed in the company
network, evenrifit is located at a remote location. It can be accessed by a
device in the company network for controlling it and acquiring any data
associated with it.

13.5.2 OpenVPN
Open VPN is an open-source software application that implements virtual
private network (VPN) techniques for creating secure point-to-point or site-to-
site connections. It uses the Open SSL library to provide encryption of both
the data and control channels. Open VPN can run over User Datagram
Protocol (UDP) or Transmission Control Protocol (TCP) transports,
multiplexing created SSL tunnels on a single TCP/UDP port. Open VPN fully
supports IPv6 as protocol of the virtual network inside a tunnel and the Open
VPN applications can also establish connections via IPv6. It has the ability to
work through most proxy servers (including HTTP) and is good at working
through Network address translation (NAT) and getting out through firewalls.
The server configuration has the ability to "push" certain network configuration
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options to the clients. These include IP addresses, routing commands, and a
few connection options

E200 series supports Open VPN client, Server and Pass Through.

Aaesto Quck Sevp Suean Syttem R ) Sy Logout
OpenVPN
OpenVPN instances
Dok = 0 M1 o Cofipand OpadVEN malirssn sl Dok Cuvwd an
€ nabbet Sttt St Saag Post Prosecot
custom_config — £ st ™ el £ Ex Kl Delen
saTpie_server oy 2 v - . LEm | Do
& ~ £ sun . e 3 L Al Dedess

Dt conlpaamun e an ste ® 1 Add

--

\‘

A\
N/
Qg’
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13.5.2.1 OpenVPN client
You can access the OpenVPN client under Services / OpenVPN.

OpenVPN Client will attach itself to the configured OpenVPN server over any
available WAN interface. If the auto-connect function is enables, OpenVPN
will not only connect over available WAN but also switch between WANS as
and when one WAN fails-over to another and also auto starts in every reboot.
This can be achieved by clicking on the ‘enabled’ tick box.

You can either edit the sample client or create your own configuration from
ground up.

Click on the Edit sample_client and you will see the following menu

roed TenT LA v -t e T L agod

» INStANce Tsampie_Cnt

This is the basic configuration menu, which you need to configure

ITEM DEFINITION
Here you can set the output verbosity level. Higher the
Verb verbosity, higher will be the internal log details
Tun_ipv6 This will make the tunnel IPv6 capable
Nobind Does not bin local address and port
Comp _Izo Uses Izo compression
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Proto Allows you to choose between TCP and UDP
Tick for client mode and on tick for Open VPN server
Client Mode

Client to Client

Facilitates client to client communication for clients
connected to the same VPN server

Remote

VPN server IP

In addition to the above configuration, you need to add the following for basic
Open VPN client creation.

[ AdSbansl Pud .

ITEM

DEFINITION
Open VPN server Port

Port

Authority certificate common to both Server and Client.
Ca Browse to the location where Ca certificate is located on

the computer. Select and upload

Client certificate generated at the server side. Browse to
Cert the location where client.cert certificate is located on the

computer. Select and upload

Client key generated at the server side. Browse to the
Key location where client key is located on the computer.

Select and upload

(Select each and add to enter configuration)
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Once you have the entire configuration loaded and certificates loaded, your

screen should look like this:
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Once this is configured, go to advanced option and choose configuration as
per your VPN scheme.

. -
LI® E2C
0o =
Qs S YN BERE PN Beric e
oW » Insiance “sampie_Cent
CamBgur 8hun « shogin s
‘4':“-'
e O S o mmet ide
v O AL1e)f 298] 2t ed R Jerye
-
O Feite Nadl Late i € 20004

Lagond

enes aaestro )\\

Pull — Accept options pushed from the Server — enabling this option will
enable the router to accept the routes pushed from the OpenVPN server. It is

recommended to keep it ticked.
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Once you have the entire configuration in place, you can start the VPN

service as follows

BEE B coosce macsio))
Maesire Qv Sz Tl Srvhew  Pabeod Denicen  Logewt TAREOR ¢
OpenVPN
CoenVPN iInstances
Bdiw B 8 WE I LG et VPN FLIMNCHG 02 Tad CatenT 1%
| vl i Ut St Ve Pt o o
Cwstom_confip - & mm W - 2 G ) Dwem
sarrgle_server . # 1t - 4 b o) Dwws
samrgle_chent . P NS o " " - £ 1 &) Dwee
POt CorRg Wt by am W0 @ 4 e
The above screen shows that Open VPN se has started and the below

screen shows OpenVPN is connecte(& ning smoothly.
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14 Wi-Fi

14.1 Introduction
The router can work in 2 modes:

) Wi-Fi as access point: It provides Internet to other host machines in
its network over Wi-Fi. It can get Internet connection from WAN or
cellular. If you have a cellular SIM card inserted in the router, it has a
capability to switch between WAN and cellular in case either of them
fails. However, at any point of time only one of the networks will be
active.

) Wi-Fi as client mode: the router will act as a client to existing wireless
networks. The router will accept the Internet access through wireless
access provided by another service provider and then distribute the
access to the machines connected to the router on its LAN interface.

At any point of time, the router can work either in client mode or in Master
mode.

14.2 Wi-Fi as Access Point

Generic MAC20211 802.11bgn (radio0)

Ssio MAC Address 1Pvé Address Sigmal Nosse RX Rate TX Rate

It shows a Generic connection, with no network configured on the router. To
enable connection click the edit button to configure the default network with
the SSID Maestro E200.
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14.2.1 Device Configuration - General Setup
Device Configuration

Status @ SSID: Masstro £200 | Made: Unknown
o% Winiess s dsablied or not associsded

Wesless network = cisabled u Enable

Crarnel 1 A2 GMs

Trarmemtt Power

You can choose the channel frequency from the drop down menu, or choose
‘auto’, to select it automatically.

You can also choose transmit power, the default being 20dBM or 100mW,
which is the maximum value.
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14.2.2 Device Configuration - Advanced Settings

Device Configuration

ATS/CTS Thvesholo

& Use ISONEC 3166 alpha2 country codes.

O Distance 10 farthedt! network somber in metors.

ITEM DEFINITION
Band Default value is 2.4GHz
HT mode D_efault value is 20MHz, this can be set to 40MHz or
disabled
Choose the country code corresponding to the country
where the router is operational. This ensures that the
Country Code channels available in that country are enabled. By

choosing ‘00’ (World), the router will select the
appropriate channel in your country.

Distance Optimization

You can optimize the operation of your Wi-Fi network, if
you know the distance of the farthest machine in your
network from the router. Value is meter.

Fragmentation Threshold

Choose Fragmentation threshold value (in number of
bytes). Fine-tuning Fragmentation Threshold parameter
can result in good throughput but a wrong value can
result in low throughput. The range of values is 256 to
2346 bytes. In a noisy environment, a smaller value of
Fragmentation Threshold may result in more efficient
communication.

RTS/CTS Threshold

You can choose RTS/CTS threshold between 0 to 2347

bytes, typical value being 500. This setting is for

advanced users. It prevents collision of wireless packets,

particularly in case of hidden nodes or in a noisy

environment.

& In case of access point setting, it is recommended
not to use RTS/CTS threshold.
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14.2.3 Interface Configuration — General Setup

Interface Configuration

acmn

U Cnoose the networkis) you want 1o amach 10 this wirsless nterface or 8l out the creafo Seid 10 define & New
network

ITEM | DEFINITION
Mode Should be set-up as Access Point

ESSID ESSID shows the device name you have assigned to the
router, by default, it.is Maestro E200

In Access Point LAN must be selected, as the router will

Network supply Wi-Fi internet to its clients on LAN

Select Hide SSID, if you want your router SSID to be
Hide ESSID hidden when client machines scan for available Wi-Fi
networks

Wi-Fi Multimedia (WMM), is a subset of the 802.11e
wireless LAN (WLAN) specification that enhances quality
of service (QoS) on a network by prioritizing data packets.

802.11n spec requires devices to support 802.11e
: (Quality of Service [QoS] enhancements for

wireless LAN) in order to use HT (High Throughput)
link rates, i.e. higher than 54 Mbps. WMM's Traffic
|dentifier (TID) field is key to aggregation mechanisms,
including block acknowledgement (block ACK), that
enable 802.11n's high throughput rates.

WMM

Since WMM support is required for products to be
certified for 802.11n, WMM comes enabled by default in
all Wi-Fi Certified n APs and wireless routers. So even if
you don't have any WMM-aware devices on your network,
leave WMM enabled or you may find your clients
connecting only at 54 Mbps rates.
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14.2.4 Interface Configuration - Wireless Security

Interface Configuration

ITEM | DEFINITION
Choose the type of encryption for your Wi-Fi network,

Encryption default is WPA-PSK/WPA2-PSK Mixed mode

Choose the cipher type from the drop down.as
Cypher appropriate for your router. Similarly enter the key that a
client machine must enter to join this network.

Key Enter the key corresponding to your cypher type

14.2.5 Interface Configuration - MAC-filter

Interface Configuration

MAC-Filter

MAC-Address Filter disable

You can:

) Disable
) Allow listed Mac addresses
) Allow all EXCEPT listed MAC addresses.

When entering the last 2 options, use ‘+’ button to the right of the MAC
Address Listfield. You.€can choose the MAC addresses that are currently
connected to therouter. If you choose ‘Custom’ a new field is added to the
screenyin which you may enter any other MAC address likely to join the
network. Please take care that you enter the MAC address in the required
format; else, the field will be shown RED.

After you are satisfied with all your selections, press SAVE AND APPLY
button. Your settings will be applied to the router.
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14.3 Wi-Fi as Client

In Client mode, the router will act as a client to existing wireless networks. The
router will accept the Internet access through wireless access provided by
another network and then distribute the access to the machines connected to
the router on its LAN interface.

At any point of time, the router can work either in client mode or in Master
mode. To change from Access Point mode to client mode, you have to
remove all networks in Access Point mode.

Under Network > Wi-Fi click on Scan.

Wireless Overview

B Generic MAC80211 802.11bgn (radio0) @ Scan ] Add

Select the Wi-Fi network you want to join and click Join.Network.

Join Network: Settings

Aeplace wirsless configuration ¥ D An addticnal retwork will Do created if you leave ths unchecked

WPA passphease

O Specty the secret encryplion key here.

Name of the new network

© The alowed charasctrs sowc A-2, @-2, -0 ang _
ﬂ'nlﬂ ! Axsagn Sewwal-rone
bt ol v farc  Lan - g

was o pad £

unspeciiod -or- creete

U Croose the frewall 1o0e you wart to sssgn 1o this ntertace. Select unspecified 10 remove the merface Som e
associated 2one o Tl 0ut the creade field 10 Cotine a new 200 and attach e interface to &

ITEM | DEFINITION
WPA passphrase Enter the WPA pass phrase for the chosen network.
Assign this network to firewall zone. Since you want your
Create [ Assign firewall- | router to work in client mode, the internal network is
zone connected on LAN so the firewall must be on the WAN
side. Alternatively you can create your own firewall zone.
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14.4 Creating multiple SSID

Though only one router is physically present to provide Internet access to any
host machines in your network, it is possible to create virtual interface so that
you can restrict and control access to different groups of users based on
security and functionality. This is achieved by creating multiple SSIDs and
assigning separate SSIDs to group of users. Please note that only one router
is servicing multiple SSIDs.

e Generic MAC20211 802.11bgn (radio0)

Channel: 2 (2 417 Griz) | Bitrate; 65 Mot's

£ SSID: Masstro | Mode: Master

05% BSSID: A4 AE 9400 26 C5 | Encryption: mxed WPAWPAZ PSK 9 Dua
oW
A\ssociated Stati
SSID MACAddress IPed Address  Signal  Noise  RX Rate X Rate
Miesto 640300CSBIFE 1921631216 43d8m  OcBm 60 MbUs MCSO 20MMz 650 Mbtls, MCS 6, 20MMz

Click on Add button (next to Generic interface) to add another network
(SSID).

Follow the same procedure as‘given in Wi-Fi section to create ANOTHER
interface in Access Point mode. Please note that the device configuration for
both interfaces remain the same. However, the Interface configuration can be
different.

Assign a new ESSID.to the interface.

You can make different choices for Network, Security and MAC address
filtering, so thatiyou can differentiate between different groups of users.

For example,; you can choose one interface with MAC Address filtering
DISABLED whereas another with ‘ALLOW only listed MAC Addresses’. This
way, you can provide full Internet access to only second group while
restricting it for former group.

After you make all the settings, click on SAVE AND APPLY button to create
the new interface.

Back to the Network / Wi-Fi you will see the second SSID.
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B Channel: 202417 Gz | Biwate: 52 Mses B0\ e
ol SSID: Masstes | Mode: Mastar
W% BSSID ALAESAOD26CS|Emcypion: mosd WPAWPIZPSK O Diatie @ E&t K] Remow
OOV
4 SSID: Mowstra? | Mode: Master
% BSSID: ALAE BA 0026 C4 | Encryption: Nore O Oostlo. )\ M58, J\B faven
Assoclated Stations
SSID MACAddress  WviAddess  Signal  Noise  RXRate T Rate
L Maesto  GIORBYCEEIFE 121681296 41dBm  DdBm  GOMBUS MCSO Z0MMz 722 Mbs NCS T, 200z
L Maest2  OXTYEDGACREA 7 S0 0dBm  ESOMbws MCST 20M 620 Mbts, MCS 6, 200z

=
&
<<>>
Q.
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15 Setting up Failover and Load
Balancing

Maestro E200 and E220 series Router can be configured in a way that it could
have 3 sources of WAN:

) Wired Ethernet WAN
) Wi-Fi when configured in Client Mode (WWAN)
) Cellular

You can setup the Load Balancing functions in two different way‘depending
what you want to achieve:

) Failover — to provide connectivity persistency
) Load Balancing — to distribute traffic among.different WAN

Please note that once configured for loaddbalancing, the router can’t be
& used for failover and will assume that all available WWAN are connected.

The router will balance the load among WANSs as per the policies and
rules set.

If configured for failover, the router will'only use 1 WAN at a time.

15.1 Failover mode configuration
By default the following is the priority assigned to each interface

) Priority 1 — Wired WAN
) Priority 2 —Wi-Fi'WAN(Wi-Fi setup in Client Mode)
) Priority 3 — Cellular

This section will guide you through the following

)«"Change the priority of WAN interfaces
). Setup failover policies to facilitate automatic failover between various
WAN interfaces

Once all the three interfaces are setup as WAN, go to Network > Load
Balancing. The page will show live view of available active and available
inactive WAN Interfaces.
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15.1.1 Setting up Load Balancing for Failover

15.1.1.1 Overview

Qe Setup Stus Sealem

MWAN Interface Live Status

wan{ )
Onfine (raciong actve)

Sernces

vz

Networh Logout OO REFRE B 0N

Onlm’&‘tbn '-cm)

Above screenshot indicated that wired Wan is available and‘connected as
well as 3G is available and connected while Wi-Fi WAN is offline.

Ouicx Setvp s Selem

MWAN Interface Live Status
wan | 3
Onfine (raciong actve)

MWAN Interface Systemiog

Hed Teb 10 i1
Wed Teb 10 11
¥ed Teb 18 11:2

Secvces

Oriine raciing aciwe)

Networh Logout OO REFRE B 0N

o:m’&icm '.em)

interface wwan (wiand

interface waz ‘ezhd.2

8

tnzerface 3y (3g<dg

Above screenshot indicates all three interfaces active

When all three interfaces are active, the one used for data transmission is as
per thewpriority setup in Load Balancing / Configuration tab as shown
below. Rest of the interfaces are still beings used for “tracking interface up /

down” purposes.

You can re-assign or change the interface priority and failover policies by
clicking on the Configuration tab.

66 Maestro E200 Series

www.maestro-wireless.com



15.1.1.2 Configuration

maestro »\

Maestro Quick Setup Status System Network Seraces

Logeut

MWAN Member Configuration

Members

Members are profies amachang 2 metnc and weight 10 an MWAN interlace

Hames may costan charactees AZ a2, 05, _ and no spaces

Mombers may nat shave the Same name as configured nteraces. policns of ndes

Member Interiace Metric Weight Sont
m1 -an 1 2 » £ Es x| Dedete
m2 waan 2 2 £ Em %] Dolote
m3 ¥ 3 2 » £ E@ x| Delste
] Ads

Metric defines the priority. The screenshet,.shown "above is the default

configuration.

You assign Rules for Policies which are associated with Members

which are linked to Interfaces
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Quck Setup Status System MHetwork Sarmces Logout

MWAN Interface Configuration

There are curmently 3 of 250 supported interiaces configued
Interfaces

MWAN supports up o 250 phymcal andior logcal ntedfaces

MWAN requrces that af ntefaces hawe 3 unque meine confgured i fetc/confy/network

Names must match e mterface name ound in 'ulr,'-'rr,(q‘.-wlarr- (see adhvanced tab)

Names may contan characters AZ a2, 09, _ and no spaces

terfaces may not shace the same name as r‘:rﬂ;\roﬂ menbers. pohcws of ndes

Tracking Tracking Ping Ping Ping Imorface  Intecince .

el Siaan MetricErrors  Soet
Misacatuabing w reliabiliny count  Hmeout intecval down

wan Yes gsas 5 3s L J 2 %) Dele
wwan Ye 888 h s 3 2 4] ui Dele

3; Yes 8883 5 I 15¢ 5 2 3 4 x
A3

Here you can see that there are 3 Interfaces: wan, wwan and 3g.

ITEM
Tracking IP

DEFINITION
This IP will be used to determine if the interface is active
or inactive. You can enter more than one Tracking IP

Tracking Reliability

“1” determines the number of Tracking IP successes to
be considered. Meaning, if there are more than one
Tracking/IPset, the above configuration will determine
WAN active or inactive status depending on the result of
any.one Tracking IP.

Ping Count

Indicates the number of PING packets sent in every Ping
Session to determine the interface availability / un-
availability

Ping Timeout

Time to wait for PING response

Ping Interval

How frequently should the PING packets be sent

Interface down / interface
up

Number of iterations before declaring interface up/down
and eventually switching to another interface

Metrics

These are Network Interface Metrics, the default values
are 1 for WAN, 2 for WWAN and 3 for 3G. It is extremely
critical these values are exactly same as the values in
Load Balancing / Members. If you choose to change
these values, please ensure that they are same at both
places.

68 Maestro E200 Series

www.maestro-wireless.com




maestro »\

The above configuration will facilitate failover between WAN, WWAN and 3G

in order of priority and will facilitate roll back when connection on respective
interface is back as per order of priority.

Please note that Tracking IP, Ping Count and Ping Interval will consume data.

High Tracking IPs, Higher Ping count and low Ping interval will result in
faster switchover but will consume high amount of data and vice-e-

versa. Please be careful in adjusting these values as per your
requirements.

15.1.1.2.2 Policies and Rules
You need to note that in Failover Mode, the following is the configuration for

Policies and Rules. Changing these parameters will revert the.router in'Load
Balancing.

Maestro Quck Setup Status System Network Serdces Leogeut

MWAN Policy Configuration

Policies

Fohcies are profies groupeng one of mone Memders controling how NWAN dstnbutes trafic

Momber ntofazes with lower metacs e used frst interdaces with the same metnc load-balance
Load-2alanced momber ntedfaces datbute more traflic out those with hgher waghts

Names may costan characters AZ, a2, 03, _ and n2 spaces. Names must be 15 characters of lss
Policies may nat shave the same name as configured intertaces, members of nées

Policy Members assigned Last reson Erroes Son
ml
p1 me unreachable (repect) » £ Ede %] Delste
ml
] Add
Maestro Quick Setup Status System Network Seraces Logeut

MWAN Rule Configuration

Traffic Rules

Ruies spocty whch trafic will use a patcular NMWAN pobcy based on IP address. port of protecol
Rufes ase matchod bom top to battom. Rules delow a matcheng nde are ignored  Trallc not matcheng any rule o routed cang the masn rocting tabie

Trafic dostmed for known (ather than defauk) networks is handied by the man routing tabie Trafic matcheng a nule, but all WAN nterfaces for that polcy are
Gown will be Nackhzled

Names may contan chaacters AZ a2, 03, and n spaces
Rufes may aot share the same name as conlgured ntedfaces, Mamders of policus

Rule Source address Sowrce port  Destinati dd Destination port Protocol Policy assigeed Ervors Som

r1 - - - a1 pt v . g Ea %) Delets

] Ads
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15.2 Load balancing mode configuration

Load Balancing Mode configuration will enable the router to use all three

WANSs simultaneously and facilitate the user to associate policies and rules for
each interface.

Exemples”

) You can bind a particular interface with a particular source or
destination IP;

) You can bind a particular interface with a particular protocol like TCP,
UDP, L2TP etc.

To set the Router in Load Balancer Mode, you need to first assigniMetric and
Weight to all the Members and create more Members if necessary

MWAN Member Configuration

Members

Members are grofies azaching 2 metnc and weight 10 an MWAN interlace
Hames may costan charactees AZ a2, 05, _ and no spaces
Mombers may not share the Same name as configured nterlaces policns of ndes

Member Interiace Metric Weight Somn
ml - 1 2 > ’ £ Ed x| Delete
m2 waan 2 2 * . £ Ex x)] Dolte
m3 39 3 2 > KN g E= x| Delste
"] Adg
Next step would be to create Policies corresponding to each Member
MWAN Policy Configuration
Policies
Pohcies are profies groupeng ond of mone Memders controling how NWAN dstrbutes traflc
Member stofazes with lower metacs ave used frst Interaces with the same metnc load-balance
Load-2alanced momber ntefaces dstnbute mone trafic out those with higher wghts
Names may costan characters AZ, a2, 03, _ and n2 spaces. Names must be 15 characters of ss
Polcies may nat share the same name as configured interlaces. membaers of ndes
Policy Members assigned Last reson Erroes Son
p1 mi unreachable (repect) B £ Ede %] Delete
p2 me unreachadie (repect) * . d Ex n) Delete
p3 m3 unreachable {repct) . » 4 €4t x) Delets
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Next would be create rules for each Policy

MWAN Rule Configuration

Traffic Rules

Rufes spocty whch trafic will use a pacular NWWAN pobcy based on IP address. pont of protecol

Rufes ase matched fom top to battom. Rules 2elow a matcheng nde are ignored  Tralic not matcheng any rule o fouted cang the mass rocting tabie

Trafic dostmed for known (ather than defauk) networks is handied by the man routing table  Trafc matcheng a nule, but all WAN mterfaces for that polcy are
Sown will te Nackholed

Names may contan chamcters AZ a2, 05 _ and m spaces

Rufes may aot share the same name as confgured ntefaces, Mamders of policus

Rule Source address Sowrce port  Destination address Destination port Protocol Policy assigeed Ervors Son

ri 192 168 1. 14 - — — udp p! . ) g Ea %) Delets
r2 233018253 P tep p2 ¢ & Eot  wj Deleto
r3 - - ~ - cre - B B g € x] Delete

] Add

In the above screenshot, you can see that there are 3 rules created

Rule r1 is linked to policy p1 which is linked to member.m1 which is linked to
Interface wan

Rule r2 is linked to policy p2 which is linked to member m2 which is linked to
Interface wwan

Rule r3 is linked to policy p3 which is linked to member m3 which is linked to
Interface 3G

The above configuration means

) UDP connections from LANIP 192.168.1.104 will be sent via WAN

) All requests to \WAN. IP 228.30.182.58 on Port 2404 will be sent via
WWAN

) All incoming:and outgoing PING will be sent via 3G
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16 Firewall Basics

E200 and E220 Series follows a Zone Based firewall concept.

Every interface of E200 Router physical or virtual needs to be assigned to a
firewall zone however one firewall zone can have multiple interfaces.

By default, two zones exists namely LAN zone and WAN zone as shown in
the screenshot below.

You can create a new zone either from the Firewall section nuder Network /
Firewall or when you create an additional network interface.

For the current version of Firmware, only LAN.side Firewall Zones
& can be created and you can associate multiple VLANSs to the LAN
side firewall Zones. However there will be.a single WAN side firewall
zone.

Zones

Zone = Forwardings Input Output Forward Masquecading MSS
damging
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17 Services

17.1 Dynamic DNS

The E200 and E220 series router gets the internet access through WAN or
3G. The LAN interface is used for connecting to the local network. The service
provider for WAN or 3G will periodically change the IP address assigned to
the router, unless you ask for a static IP address.

However, it is not possible for a remote client of the router to change the
address in tune with the service provider. In such case, Dynamic DNS or
DynDNS comes in handy. The concept is same as DNS, however, it retains
the “Name” given to the router even if the underlying IP address is changed.

For this, you need to register with the provider of dynamic DNS and.configure
the router with the details. Dynamic DNS allows that your router can be
reached with a fixed hosthname while having a dynamically changing IP
address.

The following note describes the procedureto.create Dyn DNS.

Click on Services / Dynamic DNS.
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Dynamic DNS

Dynamic DNS allows that your router can be reached with a fxed hostname while having a dynamically changng IP adaress.

Dedetn

MYDDNS

D Notworf on which the donsLpdater sCrigts will Do started

Hostname

Usamame

Passworg

Source of IP addross

URL

Check for changed = evory
Chock-teme uret

Force upciate avery

Force-time yret

ITEM | DEFINITION
Enable Enable DynDNS service
Event interface Network on'which the ddns-updater scripts will be started
Service Your DynDNS service provider
Hostname Hostname received from your DynDNS service provider
Username Username received from your DynDNS service provider
Password Password received from your DynDNS service provider

Next,you have to choose the source of IP address and the network. The
source of IP address can be either Network or Interface or URL. This is the
mechanism through which an IP address is assigned to the router.

If you choose Network, then you have to choose the type of network namely
WAN or 3G.

Similarly, if you choose Interface, then you have to choose the appropriate
interface from the dropdown.

If you select the option URL, then a URL needs to be given which fetches IP
address of the router from Internet. An example of such URL is
http://checkip.dyndns.com/ and appears by default.
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Next, choose the frequency with which you want to check, if the IP address is
changed, minutes or hours.

You can also force a change in IP address, after an assigned period of time.

After making these entries, you can enable the new DDNS entry by checking
the Enable box at the top of the page.

Choose Save and Apply to effect the change. You will see the new entry with
your parameters in addition to any old entries.

Now, you will be able to access the router with the hostname assigned, rather
than the IP address.

You can add a new DynDNS by choosing a name and clicking'on ADD button.

17.2 SMS diagnostic

SMS diagnostic let you configure up to 4 admins to receive diagnostic
information of the router after a command is send by SMS.

International number format is as follow: <countrycode><phonenumber>

SMS Configuration
SMS Configuration

EMS Admisstrator Mobile Number
Please ectter the mobie number with country code

Admin 1
Admin 2
Admen )

Admen 4
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COMMAND | DEFINITION
AT+REBOOT=1 Reboot: reboot the modem
AT+CELLDIAG? Cell diagnostics: will give you IMEI, CREG, COP, CSIG
AT+LANDIAG? LAN diagnostics: Will give LAN IP address,
AT+WANDIAG? Wired WAN diagnostics:

AT+WANPING=<IPA> Wired WAN ping: will ping the wired WAN interface

AT+LANPING=<IPA> LAN ping: will ping the wired LAN interface

_ Remote access: will enable; AT+REMACC=<1> or
AT+REMACC=<1/0> disable AT+REMACC=<0> remote access

Hardware information: will give you hardware information

f)
AT+HWI such as model number

Software information: will give you software information

AT+SWI? : )
such as firmware version

List of Commands
No Command name Command
1 Reboct AT+REBOOT»
2 Ceol Daagnosacs AT +CELLDIAGY
3 LAN Dagnostics AT+LANDIAG?
4 WAN Dagnostcs AT+ WANDIAG?
5 WAN Ping AT+ WANPING»<IPA>
6 LAN Pirg AT+ LANONG« P A
7 Enable Remote access AT+REMACCw<1/0>
L} Hardware Diormatcn AT +HW?
-] Software imdormanon AT+8W1?
17.3 DOTA

DOTA (download over the air) will allow you to remotely update your firmware,
enter your server |IP address the filename, username and password

DOTA
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17.4 GPS
You can get GPS parameters as describes below

GPS
Parametor Value
Tme GPS_ERROR
Lastuce GPS_ERROR
N/S-Indicator GPS_ERROR
Longitude GPS_ERROR
EW-Indicator GPS_ERROR
Position-Fix-Indicator GPS_ERROR
Satednes-Usod GPS_ERROR
HDOP GPS_ERROR
MSL-Alttude GPS_ERROR

Protocol

Enable Data Send

By clicking Enable Data Send you will open a new menu where you could
select the IP address, the port and the'protocol format to receive the data,
etheir TCP, UDP or HTTP. You ¢an also setup a backup server by clicking on
the Backup checkbox

Protocol

Enable Data Sendt M

Protocol TR

™

Port!

Backup O 1 selected and Cats Sancing alad on Primiry Ip Hen DACKUD i will B uted. If Dackup ip faled 1an agan
primary © will be used. There will be 3 such tries

Sercd ntorvid in Minute
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17.5 Event
The Event menu let you set-up action based on preset event.

Those events can be:

) GPIO_H
) GPIO_L
) SIM_CHANGE

Available actions are:

) SMS
) REBOOT

International number format is as follow: <countrycode><phoenenumber>

On the text box enter a text (max.160 characters) that will be .send to the
corresponding mobile number when a change of event occurs.

Click add once your rules are set-up.

Click Save and Apply to save preset events.

EVENT

Enable

Evernt Action Mobile Number Text

This Sechon COntans No values yo!

Everts Acson Mobide Number Teot
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18 Appendix

18.1 Default settings
The following tables list the default settings for the E200 Series router.

LAN (MANAGEMENT)

Static IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1
Username: admin
Password: admin

18.2 Reset to factory default setting
Restoring factory defaults will reset the E200 Series router to'its factory
default configuration. You may encounter a situation where you need to
restore the factory defaults on your E200 Series router such as:

) You have lost your username and password and are unable to login to
the web configuration page
) You are asked to perform a factory reset by Maestro support staff.

There are two methods you can use'to restore factory default settings on your
E200, using the web-based user interface or using the reset button on the
side of the router.

18.2.1 Using the web-based user interface
To restore your router to its factory default settings, please follow these steps:

Open a browser window and navigate to the IP address of the router (default
address is http://192:168.1.1). Login to the router using admin as the User
Name.and admin as the password.

Click the System item from the top menu bar, then Backup / Flash Firmware
and then under Flash operations select the Actions tabs.

Under the Actions tabs, click the Perform reset button. The router asks you
to confirm that you wish to reset all changes. Click OK to continue. The router
will erase the configuration partition and reboot.

18.2.2 Using the reset button on the side of the router
Use a pin to push the Reset button on the device for 10 seconds. The router
will restore the factory default settings and reboot.
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When you have reset your E200 Series router to its default settings you will
be able to access the device’s configuration web interface using
http://192.168.1.1 with username admin or root and password admin.
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18.3 List of acronyms

Acronym Expansion / Meaning

2G 2nd Generation

3G 3rd Generation

ADSL Asymmetric digital subscriber line, ADSL is a type of DSL broadband communications
technology used for connecting to the Internet

AES Advanced Encryption Standard

AP Client Access Point Client

csaQ

DHCP Dynamic Host Configuration Protocol (DHCP) is a standardized networking protocol
used on Internet Protocol (IP) networks for dynamically distributing network
configuration parameters, such as IP addresses for interfaces and services.

DIN DIN connector is an electrical connector that was originally standardized by the
Deutsches Institut fir Normung (DIN)

DMz In computer security, a DMZ or Demilitarized Zone is a physical or logical sub network
that contains and exposes an organization's external-facing services to a larger and
un-trusted network, usually the Internet.

DNS Domain Name System (DNS) is a hierarchical distributed naming system:for

computers, services, or any resource connected to the Internet or a private network

DynDNS, DDNS

Dynamic DNS (DDNS) is a method of automatically updating a name server in the
Domain Name System (DNS), often in real time, with the active DNS configuration of
its configured hostnames, addresses or other information.

EDGE Enhanced Data rates for GSM Evolution (EDGE) is a digital mobile phone technology
that allows improved data transmission rates as a backward-compatible extension of
GSM.

GPRS General packet radio service (GPRS) is a packet oriented mobile data service on the
2G and 3G cellular communication system's global system for mobile communications

GSM Global system for mobile communications

HT Physical mode High Throughput Physical Mode

ICMP Internet Control Message Protocol (ICMP) is one of the main protocols of the Internet
Protocol Suite. It is used by network devices, like routers, to send error messages

IGMP Internet Group Management Protocol is a communications protocol used by hosts and
adjacent routers on IP networks to establish multicast group memberships

IP Sec Internet Protocol Security is a protocol suite for securing Internet Protocol (IP)
communications by authenticating-and encrypting each IP packet of a communication
session

ISP Internet service provider

L2TP Layer 2 Tunneling Protocol.is a tunneling protocol used to support virtual private
networks

LAN Local Area Network

Acronym Expansion / Meaning

LLTD Link Layer Topology Discovery is a proprietary Link Layer protocol for network
topology discovery and quality of service diagnostics

M2M Machine to machine

MAC address

Media access control address is a unique identifier assigned to network interfaces for
communications on the physical network segment

MTU Maximum transmission unit of a communications protocol of a layer is the size (in
bytes) of the largest protocol data unit that the layer can pass onwards

NAT Network address translation is a methodology of modifying network address
information in Internet Protocol (IP) datagram packet headers while they are in transit
across a traffic routing device for the purpose of remapping one IP address space into
another.

NTP Network Time Protocol is a networking protocol for clock synchronization between
computer systems over packet-switched, variable-latency data networks

PPPoE Point-to-Point Protocol over Ethernet

PPTP Point-to-Paint Tunneling Protocol

PSK Pre-shared key

QoS Quality of Service

RF Radio Frequency

Rx Reception

SIM Subscriber identity module

SMA SMA (Sub Miniature version A) connectors are semi-precision coaxial RF connectors

SMS Short Message Service

SPI Serial Peripheral Interface

SSID Service set identification

TCP Transmission Control Protocol

TKIP Transmission Control Protocol

Tx Transmission

UbP User Datagram Protocol

UPnP Universal Plug and Play

VPN Virtual private network

WAN Wide Area network
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WCDMA Wideband Code Division Multiple Access

WDS Wireless distribution system

WEP Wired Equivalent Privacy, is a wireless network security standard

Wi-Fi Local area wireless technology that allows an electronic device to exchange data or
connect to the internet using 2.4 GHz UHF and 5 GHz SHF radio waves

WPA Wi-Fi Protected Access

WPA2 Wi-Fi Protected Access Il

82 Maestro E200 Series www.maestro-wireless.com



Maestro

18.4 Support

There are several resources available to you for support and troubleshooting
of your Maestro product or for resolving configuration difficulties at Maestro’s
support website, http://support.maestro-wireless.com/knowledgebase.php.

Try these troubleshooting steps to eliminate your problem. After working
through these steps and if your problem is not solved, please send a ticket to
Maestro support team.

Fill out an Online Support Request via: http://support.maestro-
wireless.com/index.php?a=add. You will need to create a user account if one
is not already set up.

When submitting a support request, please include a copy of the System Log
file from the unit’s and the configuration files. This will greatly improve the
quality of the initial response you receive. Without this file, itis often very
difficult for the support team to provide accurate answers.to your queries.

To create a copy of the system login on your router and go to Status >
System Log.

Quick Setup Status System Network Services Logout

System Log

Select the'entire log; copy it and paste it on a new document file .

To generate an archive of your configuration go to System > Backup / Flash
Firmware, under the Actions tabs click on Generate archive.

Flash operations

Backup / Restore

Cick "Ganerate aechive” 10 downioad a tar archive of the current configuration fles. To reset the fiamware %0 its intiad state, chick *Perform reset” (only possible
with squashis images)

wriosd backup J Genermte archive

Resat 10 defauls O Peoriorm resot
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An archive file “backup-Maestro-201x-xx-xx.tar.gz will be downloaded on your
default download folder, please attached the file while filling the support
request online.
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